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July 24, 2014 
To whom it may concern: 

The purpose of this letter is to provide a letter of support on behalf of the Alabama EPSCoR 
(ALEPSCoR) Steering Committee for this proposal, entitled: “RII Track-1: Advancing 
Alabama's Science and Technology Roadmap - Cyber Research for Critical Infrastructure 
Protection”.  

The ALEPSCoR Steering Committee (AESC) is a consortium of representatives from Alabama 
academe, government, and the private sector responsible for the oversight of various federally 
funded EPSCoR awards granted to Alabama, as well as, for the administration of the state 
funded Graduate Research Scholars Program (GRSP). Specifically, the academic representatives 
consist of the Vice Presidents for Research (VPR’s) of the seven Alabama Ph.D. granting 
research institutions, Alabama A&M University (AAMU), Auburn University (AU), Tuskegee 
University (TU), University of Alabama (UA), University of Alabama at Birmingham (UAB), 
University of Alabama at Huntsville (UAH), and University of South Alabama (USA). The state 
government representatives consist of the Executive Director of the Alabama Commission for 
Higher Education and the Secretary of the Alabama Department of Commerce. Private sector 
representatives include the President of the Economic Development Partnership of Alabama, the 
President of AT&T Alabama, the Vice President of Alabama Power Company, and the President 
of Southern Research Institute. I have been appointed by the AESC to be Executive Director of 
ALEPSCoR, with overall responsibility for the day-to-day operation, management and 
coordination of the ALEPSCoR program, reporting directly to the AESC.   
In this letter, I want to detail the comprehensive process by which the AESC has selected this 
proposal which included its review and analysis of the strengths, barriers, and opportunities for 
further development of ALEPSCoR institutions in support of overall objectives in research, 
education, and innovation; its analysis of the maturity of ongoing efforts versus the potential of 
new opportunities and their alignment with the state S&T plan; and its analysis of how the 
research and other project elements of this proposed project align with the jurisdiction's S&T 
Plan as well as the strategy and implementation mechanisms to develop, use, and sustain the 
diverse human, physical, and technological resources within the jurisdiction.   
In order to assess the strengths in Alabama with respect to objectives in research, education, and 
innovation, an extensive state-wide competition was performed by the AESC.  Submission were 
received in research areas such as molecular design, renewable energy, cellular interaction to 
drug therapies, resilient ecosystems, weather, polymer science, fluid material science, electric 
vehicles, astrophysics, sustainable manufacturing, radio spectrum expansion, nano-bio sciences, 
and cybersecurity.  The AESC determined that by far the two strongest areas with respect to 
research, education, and innovation were the final two: nano-bio sciences and cybersecurity.  

Nano-bio sciences and cybersecurity were the two areas where the most progress had been made 
to overcome the barriers in the state to objectives in research, education, and innovation.   The 
primary barriers that hamper efforts for Alabama to reach national and international 
competitiveness are i) lack of critical infrastructure and critical mass, particularly with regard to 
personnel; and ii) lack of integrated research facilities.   
 

 



In the area of nano-bio sciences, much progress had been made to achieve critical infrastructure 
and critical mass and integrate state-wide research facilities because of the benefit of NSF 
EPSCoR Track-1 research funding in this area from 2005-2014.  So it was to no one’s surprise 
that when the AESC performed an analysis of the maturity of ongoing efforts versus the potential 
of new opportunities, it concluded that after nine years of NSF EPSCoR Track 1 funding, the 
nano-bio sciences research area in Alabama had reached a state of maturity. The results of this 
work are impressive with over 3,000 publications. The project team has exercised the 
sustainability plan described in the proposal and AESC is convinced the state’s Nano/Bio 
Science program is mature and can be sustained and expanded beyond EPSCoR support.  
This left a clear path for the AESC to select cybersecurity as the area of focus for the present RII 
Track 1 proposal. There are several important reasons that the AESC made this decision.  We 
highlight the following three:  

1. Substantial progress in cybersecurity has already been made in overcoming the barriers of 
lack of critical infrastructure and critical mass, and lack of integrated research facilities.   
Alabama has made significant initial progress in overcoming these barriers to progress, due 
to investments in personnel, infrastructure, and integrated research facilities. AU personnel 
investments have brought in former U.S. Defense Intelligence Chief Lt. Gen. Ron Burgess 
to head up their security and cyber initiatives,1 and cybersecurity expert (and proposal co-
PI) Dr. Tony Skjellum has been hired as director of the AU Cyber Research Center.2  USA 
School of Computing Dean (and proposal PI) Dr. Alec Yasinsac has hired seven faculty 
with cyber security expertise for his school.  Finally, UAH has hired noted cybersecurity 
researcher Dr. Ray Vaughn as their new VPR.3   
Progress toward integrating cybersecurity research facilities was made in 2013 when 
Alabama’s seven research universities formed the Alabama Cyber Research Consortium 
(ALCRC)4 to advance cybersecurity research and development interests in the State. Seven 
Alabama universities are recognized for their cyber capabilities by the National Security 
Agency and the Department of Homeland Security as Centers of Academic Excellence in 
Information Assurance. In addition, Alabama is home to the National Computer Forensic 
Institute and sponsors the Alabama Fusion Center within the Alabama Department of 
Homeland Security.  In 2011, Facebook awarded UAB $250,000 from funds it recovered 
through civil litigation against cyber criminals. This funding was provided in recognition of 
the outstanding work performed by Center personnel and students, led by Mr. Gary Warner, 
in defending and helping to protect Facebook users against KOOBFACE malware. UAB 
internally matched this $250,000 and added another $249,000 of infrastructure build-out, 
and approximately $400,000 of furnishings and infrastructure to complete the $900k project 
establishing the Center for Information Assurance and Joint Forensics Science's home, a 
UAB University-wide center.   

Substantial State investment has also helped to develop infrastructure. Over the past three 
years, the state of Alabama has appropriated approximately $2.5 million for cybersecurity 
research efforts at AU and UA. Additionally, the Alabama Senate5 and House of 

                                                             
1	  http://www.ocm.auburn.edu/featured_story/cyber.html#.U8q5QVaurRo	  
2	  http://www.eng.auburn.edu/news/2014/06/csse-‐skjellum-‐joins-‐faculty.html	  
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4	  http://www.alcrc.org	  
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Representatives6 issued resolutions in support of cybersecurity research at AU. In the past 
two years, the Alabama Department of Commerce, through the Alabama Innovation Fund, 
has awarded five research projects on cybersecurity and modeling and simulation topics to 
Alabama universities, providing over $800,000 research support funding in those areas.  
Alabama’s cybersecurity research efforts have achieved widespread notoriety in Alabama, 
with Alabama U.S. Senator Jeff Sessions attending the last ALCRC meeting in Mobile, 
where during a speech he said: “Alabama has the best justification of any state to take the 
national lead in Cybersecurity”.  

2. The AESC determined that cybersecurity presents outstanding opportunities for further 
development of ALEPSCoR institutions in support of overall objectives in research, 
education, and innovation.   
Six major industry sectors in Alabama are cyber-intensive in their operation or 
infrastructure. The healthcare and financial industries are essential and growing industries 
and they each rely on secure computing and communication to deliver their core services. 
The automotive and aviation industries are the fastest growing economic drivers in 
Alabama, with the addition of Airbus’s A-320 plant in Mobile, Alabama set to roll out its 
first aircraft in 2016  and the Boeing Corporation decision to relocate 400 Research and 
Technology positions to Huntsville. These two industries rely on computers and 
communication for control of complex aircraft on board, in the air, and at the airports. 
Power and water are increasingly dependent on computing and communication and are 
susceptible to cyber threats that are targeted by this proposal.   

3. Cybersecurity is in perfect alignment with the State’s S&T plan and provides the optimum 
strategy and implementation mechanisms to develop, use, and sustain the diverse human, 
physical, and technological resources within the jurisdiction.   

The AESC determined that cybersecurity is in excellent alignment with the State’s S&T 
plan, which consists of the Alabama Science and Technology Roadmap (ASTR)7 for 
science and technology issues and the Alabama Economic Plan (Accelerate Alabama8) for 
economic impact of these new technologies.  ASTR reflects seven priorities; one of those 
targets is “Informatics and Information Technology.” Prioritizing cyber issues for Alabama 
economic development, the Alabama Economic Development Alliance adopted a “Cyber 
Addendum” to the ASTR on May 29, 2013, signed by the Alabama Secretary of 
Commerce. This updated document lists ten cyber-related focus areas for the state: i) Cyber 
Education and Training for Economic and Workforce Development;  ii) Computer Systems 
and Emerging Technologies; iii) Information Assurance and Protection; iv) Open Source 
Intelligence and Analysis; v) Data Warehousing and Information Analytics; vi) Cyber and 
Computer Forensics; vii) Cyber Security Standards; viii) Cyber Technology and Security; 
ix) Cyber Data Geocoding; x) Critical Infrastructure Protection.  In addition, the broad area 
of Modeling and Simulation (M&S) research is another ASTR priority and can be used to 
evaluate threat impact and likelihood, providing visualized threat picture information that 
informs operational decisions and drives transformative cyber research. This comprises an 
extension of the stated IT/Cyber priorities. Finally, “Commercialization” is a primary 
ASTR goal that can be supported by establishing a statewide, collaborative small business 
cyber incubator that will oversee and facilitate technology transfer of seed-stage concepts 

                                                             
6	  HJR	  482,	  141566-‐2,	  April	  24,	  2012	  
7	  http://www.alepscor.org/wp-‐content/uploads/2013/10/Alabama-‐Science-‐Roadmap.pdf	  
8	  Alabama	  Economic	  Development	  Plan,	  “Accelerate	  Alabama”,	  http://www.edpa.org/accelerate/plan.asp	  



and artifacts that emerge from the Alabama Cybersecurity for Critical Infrastructure 
Protection research.   

Alabama’s economic plan is detailed in a recently published document entitled “Accelerate 
Alabama9” and is reflected in the Alabama Department of Commerce web page10.  
Accelerate Alabama (page 5) specifically highlights cybersecurity as one of its targeted 
sectors and makes ten references to Cybersecurity throughout. It also specifically mentions 
the cybersecurity program at USA on page 23 and the Modeling and Simulation Center at 
UAH on page 24.  Finally, the Alabama Department of Commerce web site lists 
Information Technology as one of its twelve targets. The site specifically identifies the 
information security program at USA in it’s “Information Technology” page under “Quick 
Facts”. 

The AESC commits to support this project through mentoring and oversight, administrative 
support, and economic resources in addition to the following financial support. Additional 
support will come via the State-funded GRSP program which provides research assistantships to 
students performing EPSCoR research, including that described in this proposal.  Similarly, the 
Alabama Department of Commerce allocates substantial funding to Alabama universities to 
stimulate innovation, with the award and management of these funds made in consultation with 
the AESC. The AESC has proposed to the Commerce Department that up to one million dollars 
of the Alabama Innovation Fund be devoted to startup funding for new faculty involved in 
cybersecurity for Academic Year 2015. 

In summary, on behalf of the AESC, I want to report that the AESC and I, as the  Executive 
Director have performed a comprehensive analysis process that reviewed and analyzed the 
strengths, barriers, and opportunities for further development of ALEPSCoR institutions.  It has 
selected the current proposal because of its assessment of the maturity of current efforts and 
because of   i) the very substantial progress in overcoming these barriers (lack of critical 
infrastructure and lack of integrated research facilities) in cybersecurity; ii) the outstanding 
opportunities that cybersecurity offers for further development in ALEPSCoR institutions; iii) 
the perfect alignment of this program with the State’s S&T plan.  That comprehensive analysis 
process led the AESC to select ““RII Track-1: Advancing Alabama's Science and Technology 
Roadmap - Cyber Research for Critical Infrastructure Protection”, as ALEPSCoR’s Track 1 RII 
submission and to unanimously designate USA as the proposing organization and fiscal agent for 
Alabama’s submission in response to NSF 14-558.  

Thank you for your attention.  
 
Best Regards, 
 

 
Christopher M. Lawson, Ph.D. 
Executive Director, Alabama EPSCoR 
Vice Chair, Coalition of EPSCoR States 
Professor of Physics, University of Alabama at Birmingham 

                                                             
9	  http://www.edpa.org/docs/AccelerateAlabamaStrategicPlan.pdf	  available	  from	  http://www.edpa.org/index.asp	  
10	  http://www.madeinalabama.com	  


